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1	Decision/action requested
It is proposed to modify the key issue#4 in MEC TR 33.839.
2	References
[1]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)"
3	Rationale
This pCR proposes to modify the key issue#4. 

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc25564663][bookmark: _Toc8369476][bookmark: _Toc8368919][bookmark: _Toc3549569]5.4		Key Issue #4 Edge Data Network Authentication and Authorization
[bookmark: _Toc25564664][bookmark: _Toc8369477][bookmark: _Toc8368920][bookmark: _Toc3549570]5.4.1	Key issue detail
The concept of edge computing is analogous to that of (external) data network in the sense in that the UE’s edge client and the edge application server needs to be authenticated and authorized before UE can access the edge data network. In the case of edge data network, the data network itself is much closer to the UE than a traditional data network. UE authentication and authorization are normal part of UE network access. For UEs accessing edge data network, the authentication to the edge data network is in addition to the primary authentication for 3GPP network access. However, depending on the relationship between the edge data network operator and the 3GPP PLMN, the authentication to the edge data network may be implicit. 
[bookmark: _Toc25564665][bookmark: _Toc8369478][bookmark: _Toc8368921][bookmark: _Toc3549571]5.4.2	Security threats
Authentication and authorization are fundamental necessity in establishing security and providing access to the UEs by the network. Without it, there is no security and unauthenticated and unauthorized UEs may be able to enjoy the services provided by an edge data network that the UEs have not subscribed to.
[bookmark: _Toc25564666][bookmark: _Toc8369479][bookmark: _Toc8368922][bookmark: _Toc3549572]5.4.3	Potential security requirements
UEs EECs and Edge Data Network shall be mutually authenticated. When the Edge Data Network is outside of the 3GPP domain, non-3GPP credentials may be used. 
EECUE’s access to Edge Data Network shall be authorized.
Existing security mechanisms shall be re-used as much as possible (e.g. secondary authentication or slice-specific authentication).
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